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1. Opening of meeting

2. Apologies and Leaves of Absence

3. Disclosure of Interests

Any member of the RMAC who may have a conflict of interest, or a possible conflict of interest
regarding any item of business to be discussed at the RMAC meeting should declare that
conflict of interest to enable Council to manage the conflict and resolve it in accordance with
its obligations under the Local Government Act and its policies regarding the same.

4. Confirmation of Minutes

THAT the full minutes of the Risk Management and Internal Audit Committee Meeting held
Tuesday 29 October 2019, 3 pages, be confirmed

Minutes have been distributed under separate cover and are publicly available on Council’s
website http://www.litchfield.nt.gov.au/council/committees or in hard copy by request.

5. Business Arising from the minutes


http://www.litchfield.nt.gov.au/council/committees

Meeting Agenda Item & Resolution Action
Date Officer
20 May Item 5 Business Arising DIO
2019 THAT
1. RMAC receives and notes the Action Sheet and accepts
management responses to updates of actions.
2. Receives a report at the February 2020 RMAC meeting
with the revised dates for the development of asset
management plans scheduled for completion by June
2021 including example of an asset management plan.
20 May Item 10.1 Draft Internal Audit Payroll Report and Management DCCS

2019 Response
THAT Risk Management and Audit Committee

1. receives and notes the KPMG Internal Audit of Payroll
March 2019 Draft for Discussion report;

2. receives and notes Council’s Management Response to the
KPMG Internal Audit of Payroll March 2019 Draft for
Discussion report;

3. receives a further report with the final internal audit report
by KPMG and action plan from management at its meeting
on 30 July 2019; and

4. requests the agreed actions out of the internal audit to be
included in the risk register as treatments and internal
controls.

5. Include the interpretation of the Litchfield Council EBA as
an identified risk in Risk Profile 16.

Asset management plan report to be
presented at February 2020 meeting

ITEM COMPLETE - See report 8.1 this agenda

Iltem 1 — Noted

Iltem 2 — Noted

Item 3 — COMPLETE at September 2019
RMAC meeting

Item 4 — COMPLETE See report 8.3 this
agenda

Item 5 - COMPLETE



Meeting

Date

3Sep 2019 8.1
THAT

1.

3Sep 2019 8.2

Agenda Item & Resolution

Contract Management Internal Audit

RMAC notes the Contract Management audit report and
management response to recommendations.

Recommended treatments are included in the risk
register as actions and management responses reported
via the risk dashboard

Procurement Improvement Committee

THAT the RMAC

1.

Note the updated Procurement Improvement Committee
Terms of Reference but that the frequency of the
meetings has not been achieved in the last three months

Note the minutes from the Procurement Improvement
Committee meeting on 13 May 2019

Note the Procurement Improvement Committee action
list

Requests a report at the next RMAC meeting on the
status of the action items

Recommends referring to the procurement improvement
actions in Risk Profile 14

Action
Officer
GRA

DIO

Status

Iltem 2.
An updated risk register will be presented to
the RMAC at the February 2020 meeting

ITEM COMPLETE — see item 8.3 this agenda

Item 4.

Minutes from September PIC meeting
attached (Attachment A). The resignation of
the Manager of Infrastructure and Assets
(MIA) has resulted in a delay to the
implementing the PIC action list. A proposal
has been received to engage the former MIA
on a contract basis to complete the
procurement manual and associated
templates remotely.

Item 5.

An updated risk register will be presented to
the RMAC at the February 2020 meeting

ITEMS ALL COMPLETE — See report 8.2 this
agenda



Meeting Agenda Item & Resolution Action Status

Date Officer
3Sep 2019 8.3 Risk Register GRA An updated risk register will be presented to
THAT RMAC, the RMAC at the February 2020 meeting

1. Note the updated strategic risk register; and )
ITEM COMPLETE — See report 8.3 this agenda

2. Note the completed actions in the Risk Dashboard of the
Strategic Risk Register, to will be removed from the
action list with controls to be added where required.

3. Requests updated due dates for actions in the Risk

Dashboard
3Sep 2019 10.2 Final Internal Audit Payroll Report and Management Response DCCS Iltem 2.
THAT RMAC COMPLETE — Report 10.1 in this agenda
1. Receives and notes the KPMG FINAL Internal Audit of Payroll Item 3.

March 2019 including recommendations, management COMPLETE —See report 8.3 this agenda

response, annexures and legal advice.

2. Requests a report on the likely financial impact to Council at
the next RMAC meeting.

3. Requests that the implementation of actions from the audit
be reported through the risk register.
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Agenda Item Number: 8.1

Report Title: Asset Management Plans
Report Number:

Meeting Date: 11/03/2020
Attachments: Nil

Purpose

This report provides an update on the development of Asset Management Plans for Council.

Summary

The preparation of Asset Management Plans is both and Action List task and a Risk Register
Control.

The minutes from the May 2019 RMAC meeting required that RMAC Receives a report at the
February 2020 RMAC meeting with the revised dates for the development of asset
management plans scheduled for completion by June 2021 including example of an asset
management plan.

This report provides a table of revised dates as requested. An example plan has not been
included, but the links to adopted plans have been provided.

To date, the following Asset Management Plans have been adopted by Council;

e Thorak Regional Cemetery (September 2018)
https://www.litchfield.nt.gov.au/sites/default/files/WEB - Thorak Asset
Management Plan.pdf

e Roads (October 2019) https://www.litchfield.nt.gov.au/sites/default/files/WEB -
Roads Asset Management Plan October 2019.pdf

RP9 — Ineffective and Unsustainable Financial Management, includes an action for Asset
management plans in progress. The Asset Management Plans are in progress. Following the
adoption of plans Council’s main asset classes, this would be recommended to be considered
complete. This would include the plans listed in Table 1, excluding the reserves management
by external boards.

RP15 — Inadequate Asset Sustainability Practices, also includes an action relating to Asset
Management Plans; Develop Asset Management Plan inc Asset costings to establish renewal
program. All Asset Management Plans include renewal program considerations.


https://www.litchfield.nt.gov.au/sites/default/files/WEB%20-%20Thorak%20Asset%20Management%20Plan.pdf
https://www.litchfield.nt.gov.au/sites/default/files/WEB%20-%20Thorak%20Asset%20Management%20Plan.pdf
https://www.litchfield.nt.gov.au/sites/default/files/WEB%20-%20Roads%20Asset%20Management%20Plan_October%202019.pdf
https://www.litchfield.nt.gov.au/sites/default/files/WEB%20-%20Roads%20Asset%20Management%20Plan_October%202019.pdf

Recommendation
THAT RMAC notes the update report regarding the status of Asset Management Plans.
Background

Council has progressed with the development of its Asset Management Plans. The Roads
Asset Management Plan captures Council’s largest asset class and was adopted by Council in
October 2019. The Plant & Equipment, and Driveway Asset Management Plans have also
been in draft for over nine months. These were on hold and not finalised or presented to
Council until the adoption of the Roads Plan, which has caused a delay. A list of the plans was
included in the May 2019 RMAC Agenda, these dates were further reviewed and are updated
in Table 1 of this report.

Due to the Asset Management Officer leaving Council in November 2019 the position has
been temporarily filled and is being reviewed by the new Finance Manager and Manager
Infrastructure and Assets. This has resulted in data entry and data improvements occurring,
but not progress on the development of Asset Management Plans, further delaying the
development of some plans. The position has now been reviewed to ensure it meets Council’s
current needs and will be advertised in March.

The list and indicative timing of future Asset Management Plans are included in the table
below. Higher value asset classes have been prioritised for completion. Some of the dates do
extend into 2021, this is due to the detail Council has on these assets being limited, so
additional inspections and data collection is required for those plans to be prepared.

Table 1

Class/Group Includes Status/Target Date
Thorak Cemetery All assets within the boundary Complete
Roads Road assets Complete
Plant & Equipment Light and heavy plants, vehicles In draft —June 2020
Driveways Driveways, driveway culverts In draft —June 2020
Drainage Cross road culverts, underground December 2020

drainage

Council Building and | Council office building, irrigation, December 2020
Surrounds parking etc
Freds Pass Sport and | Buildings, sport infrastructure, December 2020
Recreation Reserve playgrounds, irrigation, pumps
IT EQuipment Notebook, computers, ipads March 2021
Howard Springs, Humpty | Buildings, transfer station March 2021
Doo & Berry Springs Waste | infrastructures, bins, weighbridge,
Transfer Stations compactor




Class/Group Includes Status/Target Date

Howard Park & Knuckey | Buildings, sport infrastructure, March 2021
Lagoon Recreation Reserves | playgrounds, irrigation, pumps

Board Managed Recreation | Buildings, sport infrastructure, June 2021
Reserves (excl Freds Pass) playgrounds, irrigation, pumps

Links with Strategic Plan

A Well-Run Council - Good Governance

A Well-Run Council - Modern Service Delivery

Legislative and Policy Implications

Nil identified.

Risks
Asset Management Plans assist Council with decision making relating to its assets. The
principles of asset management are applied to decisions currently, however there is a risk that
without Asset Management Plans in place for all assets Council may not be fully aware of its
risks relating to some assets.

Financial Implications
All activities are carried out within existing budgets.

Community Engagement

Nil identified.

Recommending Nadine Nilon, Director Infrastructure and Operations
Officer:

Any queries on this report may be directed to the Recommending Officer on telephone
(08) 8983 0600.

Any member of Council who may have a conflict of interest, or a possible conflict of interest in
regard to any item of business to be discussed at a Council meeting of a Committee meeting should
declare that conflict of interest to enable Council to manage the conflict and resolve it in
accordance with its obligations under the Local Government Act and its policies regarding the

same.
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Agenda Item Number: 8.2

Report Title: Procurement Improvement Committee Update

Report Number:

Meeting Date: 11/03/2020

Attachments: Attachment A - Procurement Improvement Committee Action List

Attachment B - Procurement Improvement Committee Minutes (x4)
Attachment C - Procurement Manual
Attachment D - Tender Procedure

Purpose
This report provides an update on the progress of the Procurement Improvement Committee.
Summary
The Procurement Improvement Committee (PIC) was re-established in 2019 to ensure Council
has a focus on continual improvement of procurement activities. Internal audits and
operational reviews of procurement activities have been consolidated into a single location
where they are reviewed by the PIC. Responsibility for actions are determined and then

monitored.

There are a total of 102 actions identified within the consolidated list, with 67 recorded as
complete.

The minutes from the September 2019 RMAC meeting included that RMAC;

1. Note the updated Procurement Improvement Committee Terms of Reference but
that the frequency of the meetings has not been achieved in the last three months

2. Note the minutes from the Procurement Improvement Committee meeting on 13
May 2019

3. Note the Procurement Improvement Committee action list

4. Requests a report at the next RMAC meeting on the status of the action items

5. Recommends referring to the procurement improvement actions in Risk Profile 14

This report provides;

e Update on key actions from the Procurement Improvement Committee Action List
(Attachment A)

e Minutes from Procurement Improvement Committee Meeting held 9 September
2019, 29 October 2019, 15 November 2019 and 11 February 2020 (Attachment B)

e Procurement Manual (Attachment C)

e Tender Procedure (Attachment D)



Recommendation

THAT RMAC:

1. Note the minutes from the Procurement Improvement Committee meeting on
9 September 2019, 29 October 2019, 15 November 2019 and 11 February 2020;

2. Note the Procurement Improvement Committee action list; and

3. Note the Procurement Manual and Tender Procedure.
Background

The Procurement Improvement Committee (PIC) has continued to work on the actions listed
within the Action List (Attachment A).

The most significant update in relation to the PIC is the completion of two key documents,
the Procurement Manual and Tender Procedure. These documents have enabled the
completion of over 20 items within the action list and have been endorsed by the Leadership

Team. The documents will go to the 9t March Executive Team Meeting for adoption.

The Procurement Manual provides all staff with a ‘go to’ guide for procurement, providing
information and details beyond the Council Procurement Policy.

The Tender Procedure provides a clear procedure with details of forms and supporting
documents for each step of a tender process.

There remain two further documents to be prepared relating to procurement, a contract
management procedure, and a project management framework which will provide an
overarching framework for the entire lifecycle of a project. These documents will enable the

majority of the remaining incomplete items on the Action List to be completed.

Links with Strategic Plan
A Well-Run Council - Modern Service Delivery

Legislative and Policy Implications

Nil identified.

Risks
The overall control rating for the procurement risk profile remains inadequate however
significant progress has been made on addressing actions as per the PIC action list. It is
envisaged that once all actions are implemented the overall control rating will be updated to
excellent as per the risk acceptance criteria.

Financial Implications

All activities are carried out within existing budgets.



Community Engagement

Nil identified.

Recommending Nadine Nilon, Director Infrastructure and Operations
Officer:

Any queries on this report may be directed to the Recommending Officer on telephone

(08) 8983 0600.

Any member of Council who may have a conflict of interest, or a possible conflict of interest in
regard to any item of business to be discussed at a Council meeting of a Committee meeting should
declare that conflict of interest to enable Council to manage the conflict and resolve it in
accordance with its obligations under the Local Government Act and its policies regarding the
same.



RMAC

Agenda Item Number: 8.3

Report Title: Risk Register

Report Number:

Meeting Date: 11/03/2020

Attachments: Attachment A — Risk Register

Attachment B — Controls updated since last report to RMAC
Attachment C — Procurement policies and procedures control status
report.

Purpose

To update the RMAC on risk profile, control and actions status as identified in the Strategic
Risk Register.

Summary

The full Litchfield Council strategic risk register is attached (Attachment A). The summary
dashboard provides updates as to the progress in implementing actions. There is a total of
33 actions with,

e Four actions complete

e Eight new actions, and

e Twenty-one actions on going.
A workshop held with the Leadership Team on 28 February 2020 reviewed the risk and control
ratings with the updated ratings applied and available below. This review resulted on the

control rating for RP6 being reviewed from inadequate to adequate due to the progress on
implementing the ICT Improvement Plan.



Risk Profile Risk Control

RP1 - Misconduct Moderate Adequate
RP2 - Business and Community Disruption Moderate Adequate
RP3 - Inadequate Environmental Management Low Adequate
RP4 - Errors, Omissions, Delays and Incorrect Advice Moderate Adequate
RP5 - External Theft and Fraud (inc. Cyber Crime) Moderate Adequate
RP6 - ICT Systems and Infrastructure Failure Moderate Adequate
RP7 - Failure to Fulfil Statutory, Regulatory or Compliance Requirements Moderate Adequate
RP8 - Inadequate Safety and Security Practices High

RP9 - Ineffective and Unsustainable Financial Management Moderate Adequate
RP10 - Ineffective Management of Public Facilities / Venues / Events Moderate

RP11 - Inadequate Records Management Processes Moderate Adequate
RP12 - Inadequate Project/Change Management Moderate

RP13 - Inadequate Engagement Practices Moderate Adequate
RP14 - Inadequate Procurement / Supplier / Contract Management High

RP15 - Inadequate Asset Sustainability Practices High

RP16 - Ineffective HR Management / Employment Practices Moderate Adequate

There are now five risk profiles where the risk appetite is not yet achieved. That s, the control
ratings are not commensurate with acceptance of the identified risk. This is one less than the
previous report to RMAC. Work continues on actions to address control ratings and
potentially the risk level. A further risk rating review will be conducted towards the end of
2020.

There is a total of 221 controls, one less than previous report due to removal due to overlap
of control with another. A summary of control ratings compared to the previous report is

provided below.

Control ratings Sep 2019 Control Ratings Feb 2020

Count of Count of
Row Labels Control Rating Row Labels Control Rating
Unrated 17 Unrated 0
Adequate 141 Adequate 149
Excellent 21 Excellent 29
Inadequate 43 Inadequate 43
Grand Total 222 Grand Total 221
Recommendation

THAT RMAC
1. Note the updated strategic risk register; and

2. Note the completed actions in the Risk Dashboard of the Strategic Risk Register,
which will be removed from the action list with controls to be added where
required.



Background

Attachment B provides a list of controls which have been updated since the last risk register
report. These controls have either had a rating applied as previously there was none or had
the control rating reviewed and updated where required.

Actions required from previous business as per item 5 of this agenda

Asset management Plans

Iltem 8.1 of this agenda provides an update on the progress towards developing asset
management plans. This initiative will result in the improvement of the control rating for
RP15 — Inadequate Asset Sustainability Practices and further review may result in a down
grading of the risk level once the treatments are complete.

Payroll Audit
Recommendations from the payroll audit have been incorporated into the risk register in the
following manner.

e Most recommendations are addressed through current controls
o RP4 Documented Operational Procedures / Checklists
o RP4 & RP9 Segregation of Duties (Financial Control)
o RP9 Finance Policies
o RP16 HR Policies
e New controls added

o RP9 Annual review of financial manuals and procedures. Control rating set to
inadequate until new treatment below is complete

e New treatments added

o RP9 Review Payroll procedures

Contract Management Internal Audit
There are two current treatments which will address recommendations from the audit.

e Establish Council project management methodology and

e Develop a contract management system.

The manager for Infrastructure and Assets is responsible for the Contract Management
System control which will be impacted by the treatments.

Procurement Improvement Committee
All actions referred to in Item 8.2 of this agenda are catered for in existing RP14 control —
Procurement policies and procedures. Control status report is attached (Attachment C).

Links with Strategic Plan

A Well-Run Council - Good Governance



Legislative and Policy Implications

This paper is consistent with FINO8 Risk management and FINO9 Risk management and Audit
Committee. The risk management framework meets Council’s risk management compliance
requirements.

Risks
NIL

Financial Implications
NIL

Community Engagement
NIL

Recommending David Jan, Governance and Risk Advisor
Officer:

Any queries on this report may be directed to the Recommending Officer on telephone

(08) 8983 0600.

Any member of Council who may have a conflict of interest, or a possible conflict of interest in
regard to any item of business to be discussed at a Council meeting of a Committee meeting should
declare that conflict of interest to enable Council to manage the conflict and resolve it in
accordance with its obligations under the Local Government Act and its policies regarding the
same.



Attachment B — Controls updated since last report to RMAC

Risk Profile Controls
RP10 - Ineffective Management of Public Facilities / Venues / Events
27/02/2020
Removal of abandoned vehicles (Doc id 456987)
2/03/2020
Event Management / Risk Assessments / Emergency Procedures (Doc id 458494)
3/03/2020
Tree management plan
Playground inspection program
RP13 - Inadequate Engagement Practices
27/02/2020
Animal Management Plan (Doc id 456988)
2/03/2020
Community Grants Scheme (Doc id 448168)
3/03/2020
Provision of economic and social data via Council website (id.consult) (Doc id 447297)
RP15 - Inadequate Asset Sustainability Practices
19/11/2019
Road Network, Road Reserve and Fire Break (Council land) slashing (Doc id 447507)
27/02/2020
Asset Management Plans (Doc id 458323)
Asset Management Steering Group (Doc id 458322)
Conditional Analysis (Doc id 458339)
Asset Valuations (Doc id 458338)
3/03/2020
Inspection and Maintenance Program - Drainage

Risk Register Impact

Control Rating applied

Control Rating applied; new action initiated

Control Rating applied

Control Rating applied

Control Rating applied

Control Rating applied

Control Rating applied

Control Rating applied

Update provided

Control updated to Excellent from Adequate
Control updated to Excellent from Adequate
Control updated to Excellent from Adequate

Control Rating applied



Risk Profile Controls
Wet season road network management
Capital Works Program
Street Lighting Program
RP2 - Business and Community Disruption
27/02/2020
Council Property Inspections for Compliance (Informal) (Doc id 458315)
3/03/2020
Risk management framework (Doc id447380)
Risk management and audit committee (Doc id 447381)
RP3 - Inadequate Environmental Management
21/11/2019
WTS Environmental Management Plans (Doc id 447588)
RP5 - External Theft and Fraud (inc. Cyber Crime)
27/02/2020
Asset Management System - Asset Register (Doc id 458336)
RP6 - ICT Systems and Infrastructure Failure
14/11/2019
Disaster Recovery Plan (Doc ID. 438090)
ICT Infrastructure Replacement / Refresh Program (DOC ID. 438116)
ICT Access Control and Approval Procedures (438106)
18/11/2019
Land Lines at Off-site Locations (Thorak and Waste Transfer Stations) DOC IDs 394993 & 438121
Microwave Connection with Off-site Locations (Doc ID 438118)
Telstra land lines (Doc ID 438121)
Vendor Support (Doc ID 439170)
24/01/2020
Data Back Up Systems (manual process) (DOC ID. 438060)
3/03/2020

Risk Register Impact
Control Rating applied
Control Rating applied
Control Rating applied

Update provided

Control Rating applied

Control Rating applied

Update provided

Update provided

Update provided
Update provided
Update provided

Update provided
Update provided
Update provided
Update provided

Update provided



Risk Profile Controls Risk Register Impact

ICT Improvement Plan (Doc id 448415) Update provided
RP7 - Failure to Fulfil Statutory, Regulatory or Compliance Requirements
27/02/2020
Dog By-laws administration (Doc id 456989) Control Rating applied
3/03/2020
Annual review of external auditor by RMAC Control Rating applied
RP8 - Inadequate Safety and Security Practices
27/02/2020
Asbestos Register (Doc ID 416357) Update provided
Electrical Tag and Test (Doc ID 416358) Update provided
Fire Safety Systems Check (Doc id 458348) Control updated to Excellent from Adequate
RP9 - Ineffective and Unsustainable Financial Management
27/02/2020
Asset Valuations (Doc id 458338) Control updated to Excellent from Adequate
2/03/2020
Annual review of financial manuals and procedures New Control
3/03/2020

Risk management and audit committee (Doc id 447381) Update provided
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Agenda Item Number: 8.4

Report Title: Management’s response to closing audit report for 30 June 2019

Report Number:

Meeting Date: 11/03/2020

Attachments: Attachment A - Closing Audit Report — 30 June 2019 (Separate
Attachment)

Purpose

The purpose of this report is to provide the Risk Management and Audit Committee (RMAC)
with the external audit management report for financial year ended 30 June 2019. The report
includes management’s response to audit observations.

Summary

Council’s financial statements for the year ending 30 June 2019 were audited by Merit
Chartered Accountants (auditors). In November 2019 the auditors provided the closing Audit
report (Attachment A).

The Audit Observations and Management’s response to each observation has been included
in the final report.

Recommendation

THAT the RMAC receive and note Management’s response to the external audit closing
management report for the financial year ended 30 June 20109.

Background

Audit observations provided in the enclosed report have been risk rated to be of High,
Moderate and Low risk rating.

The following table summarises the Management response to these observations:

Risk Rating Number of | Management Response
observations
High 0 Non
Medium 3 1 observation— has been addressed already

1 observation — will be addressed by June 2020

1 observation—is immaterial

Low 14 8 observations — have been addressed already

3 observations - will be addressed by March 2020
1 observation—is immaterial

2 observations - will be addressed by June 2020




Links with Strategic Plan
A Well-Run Council - Good Governance
Legislative and Policy Implications

Complying with Council’s Risk Management and Audit Committee Policy (FIN09), the closing
audit report with management comments for each audit observation for 30 June 2019 has
been provided.

Risks
NIL

Financial Implications
NIL

Community Engagement
Not applicable

Recommending Silke Maynard, Director Community and Corporate Services
Officer:

Any queries on this report may be directed to the Recommending Officer on telephone

(08) 8983 0600.

Any member of Council who may have a conflict of interest, or a possible conflict of interest in
regard to any item of business to be discussed at a Council meeting of a Committee meeting should
declare that conflict of interest to enable Council to manage the conflict and resolve it in
accordance with its obligations under the Local Government Act and its policies regarding the
same.
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Agenda Item Number: 8.5

Report Title: Internal Audit Plan Update

Report Number:

Meeting Date: 11/03/2020

Attachments: Attachment A —2019-2020 Internal Audit Plan

Attachment B — IT Security Audit Scope

Attachment C — Litchfield Council Work Health & Safety Review —
Stage 1

Attachment D — Litchfield Council Work Health & Safety Management
Plan (Separate Attachment)

Purpose
To update RMAC on the progress of the 2019-2020 internal Audit Plan

Summary
An updated 2019-2020 internal audit plan was presented to RMAC at its September 2019
meeting and included reference to risk profiles (Attachment A). The plan is developed to

address risk profiles which do not meet risk appetite.

This report,

J Provides the scope for the internal audit which is consistent with the internal audit
plan;
J Confirms that the Council wide Work Health and Safety Audit examined the

procedures and practices on all Council areas including the Mobile Work Force
(MWEF) and replaces the MWF audit of WH&S procedures and practices as the
second internal audit for 19/20.

The 3-year rolling internal audit plan is scheduled for review at the May 2020 RMAC meeting.

A review of the risk and control ratings for the 16 risk profiles was conducted in consultation
with the Leadership Team (see Item 8.3 this agenda) with updates reflected in the ratings
provided in Attachment A.

Recommendation

THAT RMAC,
1. Note the scope of the ICT Security Audit

2. Recommend that the audit of Councils Work Health & Safety Management Systems
and compliance with legislation and the resulting Work Health and Safety



Management Plan replace the Audit of Mobile Work Force Work Health and Safety
procedures and practices as the second internal audit for the 19/20 financial year.

3. Request that implementation actions from the WHS Management Systems audit be
included into the risk register.

Background

Information Security Internal Audit

Council currently has a managed service agreement with IT specialist Fourier Technologies.
Based on the requirements of the internal audit plan the attached scope for an IT Security
Audit was developed (Attachment B).

The ICT Improvement Plan provides overarching strategic security guidance. This audit will
review what is in place and provide operational recommendations.

The existing ICT Security measures have been in place prior to Fourier Technologies being
engaged through the managed services agreement. To date the practice has been to
implement recommended security measures and updates as they arise.

Fourier Technologies have indicated that they are able to complete the audit as part of the
managed service agreement with a minimal charge for technician time of approximately
$2,400. With the agreement with Fourier 12 months in they should now have a
comprehensive understanding of the current status of Councils ICT environment and
operations and would be best placed to conduct the audit.

A second quote will be sought to ensure transparent procurement; however It is estimated
that the cost for an external party to conduct the audit would be in the vicinity of $10,000.

Work Health and Safety Audit

Litchfield Council has initiated a Council wide WHS review in order to address a Risk Control
Action which has identified the requirement to undertake a review on the existing health and
safety management systems used by Council and to identify and implement new systems as
required.

Previous health and safety reviews have identified gaps within council's WHS management
systems. Since these reviews, Council has implemented several bespoke recommendations,
however an overarching management system, WHS governance structure or Management
Plan has not been implemented which ensures that Litchfield Council is meeting all legal
obligations and duties to provide a safe workplace.

The purpose of the Work Health and Safety Audit was to review and update Council's Work
Health and Safety (WHS) management system to ensure it meets legislative and operational
requirements, and controlling an identified risk of inadequate health, safety and security
practices. This required a review of existing policies, procedures and practices.

The overall WH&S review project consisted of

J an initial report and recommendations (Stage 1) — Attachment C, and



J the development of a draft Health and Safety Management Plan (WHSMP) —
Attachment D.

The WHSMP has been developed based on both current Council operations and to address
gaps in strict compliance to Australian Standards (AS4801). It consists of a number of
individual specific plans covering all elements of the AS4801 criteria. These documents will be
combined into a single comprehensive WHSMP document. The final plan will result in the
updating of several administrative WHS policies.

The plan will require implementation within Council to ensure the following outcomes.

J That all Litchfield Council employees are made aware of the Litchfield Council WHS
Management Plan via documented training, instruction and communication.

J That all Litchfield Council employees understand their obligation and Duty of Care
requirements to refer to and comply with the WHSMP plan throughout their
workplace activities to the best of their ability at all times.

J That the WHS Management Plan is available in each manned workplace as well as
via Council intranet or electronic means.

Implementation actions for the WHSMP are being formulated and will be included as
treatments in the risk framework for the next RMAC review.

Links with Strategic Plan
A Well-Run Council - Good Governance
Legislative and Policy Implications
FINO8 ensures a framework is in place which facilitates legislative compliance
Risks
Nil
Financial Implications

The total cost of IT Security Audit (if conducted by Fourier Technologies) and the Work Health
and Safety review will be $22,400 which is in line with the budgeted amount for internal
audits.

Community Engagement
Nil
Recommending David Jan, Governance and Risk Advisor
Officer:
Any queries on this report may be directed to the Recommending Officer on telephone
(08) 8983 0600.
Any member of Council who may have a conflict of interest, or a possible conflict of interest in
regard to any item of business to be discussed at a Council meeting of a Committee meeting should
declare that conflict of interest to enable Council to manage the conflict and resolve it in

accordance with its obligations under the Local Government Act and its policies regarding the
same.



Attachment A — Internal Audit Plan

compliance with
Roads Inspection
Regime

intervals, level of inspection and documentation
required. The audit will identify if the regime is
adhered to and is appropriately mitigating risk for
Council.

Asset Sustainability
Practices

Internal Audit Financial Description Risk Profile Risk Control
Year Rating Rating
Audit of Mobile 19/20 This audit will focus on the operational practices of RP8 - Inadequate
Work Force work the MWF both at the Humpty Doo workshop and in Safety and Security
health and safety the field. Recommendations from this audit will Practices
procedures and contribute to improving controls in the “Inadequate
practices Safety and Security Practices” risk profile which has
an overall risk rating of high and overall control rating
of inadequate High
Information 19/20 The ICT Improvement Plan has been developed in RP6 - ICT Systems and
Security 2017 and implementation will be undertaken over Infrastructure Failure
the coming years. IT Security regarding data, cyper
attacks and disaster recovery are a great risk to
Council if not managed appropriately. The audit
should identify if the implemented measures of the
ICT Improvement Plan are mitigating the risk to
Council’s satisfaction. Moderate | Adequate
Audit and review 20/21 Council has been managing Howard Park and RP10 - Ineffective
of Council’s Knuckeys reserves since 2015 with five other Management of
reserve reserves managed by local associations. This review | Public Facilities /
management will examine the reserve management arrangements | Venues / Events
arrangements and make recommendations as to the risks to
Council. Moderate
Audit of 20/21 Council has a regime of roads inspection determining | RP15 - Inadequate

High




Internal Audit Financial Description Risk Profile Risk Control
Year Rating Rating
Records 21/22 This audit will look at the success of the RP11 - Inadequate
Management implementation of the Records Management Records Management
processes Improvement Plan. The findings of the audit will Processes
inform and provide confirmation of control ratings
related to records management risks Moderate | Adequate
Audit of 21/22 Council has resolved to develop a Tree Risk RP10 - Ineffective
compliance with Management Plan identifying the level, intervals and | Management of
Tree Risk documentation of tree risk assessment for Council’s Public Facilities /
Management Plan open space. Development will take place in the Venues / Events
2018/19 financial year. The audit should identify if
processes have been sufficiently established and are
followed to mitigate risk to Council. Moderate




Attachment B - IT Security Audit Scope

Purpose

As part of its internal audit program Litchfield Council has identified the need to conduct an
audit of its processes, policies and procedures with regards to ICT Security and potential
threat hazards.

Litchfield Council is seeking the identification of gaps in the current ICT Security management
and recommendations on what’s required to close these gaps.

This audit will contribute to ensuring Litchfield Council is:
e Maintaining appropriate practices in relation to ICT Security;
e Complying with the Local Government Act and any other relevant legislation; and

e Developing adequate controls to effectively manage ICT Security and reduce
associated risks.

Project Background
The ICT Improvement Plan has been developed in 2017 and implementation started in 2018
and will continue through to 2022.

IT Security regarding data, cyber-attacks and disaster recovery are a great risk to Council if
not managed appropriately.

The audit should identify if the implemented measures of the ICT Improvement Plan are
mitigating the risk to Council’s satisfaction.

This audit forms part of Council’s internal audit program and risk management framework.
Council needs to ensure that its ICT Security processes (both in place and planned) are such
that risks are mitigated.

It is expected that the successful quotation will possess the appropriate qualifications and
experience to audit ICT Security and provide recommendations on the adequacy of existing
controls or for additional controls.

Project Scope
The objective of the audit is to assess whether current or proposed implemented measures
of the ICT Improvement Plan are mitigating the risk to Council’s satisfaction.

The audit will cover all areas of ICT Security management and will address the following:
1. Baseline Security Review, including areas such as:
a. Review of the Patch Management Processes
b. Review of the User Management Processes
c. Review of the Operating Systems

d. Review of the Authentication Methods



e. Review of the Workstation Hardening

f.

Review of the Change Management

g. Disaster Recovery

2. External Penetration Test:

a.

Perform External Penetration test on the Firewall

b. Review of Malware and Virus Protection

C.

Review of Logging and Auditing

3. Firewall and Router Configuration Review:

a.

Review Firmware Version

b. Review Configurations

4. Windows Server Configuration Review

a.

Review Critical Patch Status

b. Review Group Policy Settings

C.

Review Configuration Hardening

Project Deliverables
The project must provide the following deliverables:

1. Draft report containing opportunity for management response

2. Final report

3. Reports toinclude:

a.

b.

C.
d.

e.

Comprehensive assessment of Project Scope objective

Investigation and analysis of the areas of IT Security management identified in
the Project Scope

Summary and outcomes of onsite interviews and sampling
Recommendations for improvements

Management response (opportunity for response in draft, outcome in final)

4. Reportsto be hard copy and electronic versions for all documentation to Council in an
editable format (MS Word 2010 or earlier)
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Agenda Item Number: 8.6
2020 Meeting Schedule and Workplan

Report Title:
Report Number:
Meeting Date:
Attachments: Nil

Purpose

RMAC

11/03/2020

To confirm the 2020 RMAC meeting schedule and workplan.

Summary

The following meeting schedule and workplan for 2020 is proposed.

11 March 2020

Review Council response to auditor’s management

10.00 am letter
Review progress on internal audit action plans
Review risk register
4 May 2020 Review progress on internal audit action plans
1.00 pm Review annual external audit plan
Review 3 year internal audit plan
Review FINO1 Asset Disposal
Review FINO8 Risk Management policy
4 Aug 2020 Review progress on internal audit action plans
10.00 am Receive interim audit letter

Review risk register
Review FIN10 Fraud Protection policy
Review FINO5 Debt Recovery

6 October 2020

10.00 am

This meeting date is subject to
change due to timing of
delivery of audit and annual
report.

Review 2019/2020 financial statements

Review Council response to auditor’s interim
management letter

Review FIN12 Purchasing Card Policy

Review 2019/2020 Annual Report compared with the
Municipal Plan

Meetings will be scheduled for 10am in the Executive Conference room at the Litchfield

Council offices.

Recommendation

THAT the RMAC endorse the meeting schedule and workplan for 2020.




Background
The terms of reference for the RMAC are detailed in FINO9 Risk Management and Audit
Committee Policy. FINO9 identifies that the RMAC monitors the integrity of the annual
financial statements and annual report as well as stipulating that it meets quarterly.
GOVO01 Policy Framework identifies that polices are to be reviewed at least every 4 years. The
attached table shows the review schedule of those polices relevant to RMAC terms of
reference.

Links with Strategic Plan
Enabler: A well run Council.

Legislative and Policy Implications

The suggested meeting dates are consistent with FINO9 Risk Management and Audit
Committee policy below.

Policy Review Schedule

POLICY REVIEW DATE
FINO8 Risk Management 2019-11
FIN10 Fraud Protection Policy 2019-11
FINO5 Debt Recovery - REVIEW DATE BOUGHT FWD 2020-02
FINO7 Grants, Donations and Sponsorships Policy - REVIEW DATE BOUGHT | 2020-03
FWD
FINO1 Asset Disposal - REVIEW DATE BOUGHT FWD 2020-04
FINO2 Rates - REVIEW DATE BOUGHT FWD 2020-06
FIN11 Related Party Disclosure 2021-05
FINO6 Rates Concession 2021-10
GOV04 Whistleblowing 2021-11
FINO4 Financial Reserves 2021-12
FIN13 Borrowing 2021-12
FIN14 Investment 2021-12
FIN12 Purchasing Card 2021-12
FINOO Accounting Policies Manual 2022-05
FINO3 Procurement 2022-11
FINO9 Risk Management and Audit Committee (RMAC) 2023-11
Risks
Nil

Financial Implications

Nil



Community Engagement
Nil

Recommending David Jan, Governance and Risk Advisor

Officer:

Any queries on this report may be directed to the Recommending Officer on telephone

(08) 8983 0600.

Any member of Council who may have a conflict of interest, or a possible conflict of interest in
regard to any item of business to be discussed at a Council meeting or Committee meeting should
declare that conflict of interest to enable Council to manage the conflict and resolve it in
accordance with its obligations under the Local Government Act and its policies regarding the
same.



9. Other Business

10. Confidential Items
Pursuant to Section 65 (2) of the Local Government Act and Regulation 8 of the Local
Government (Administration) regulations the meeting be closed to the public to consider the
following Confidential Items:

10.1 Payroll Audit Update
Regulation 8(c) — information that would, if publicly disclosed, be likely to:
(i) cause commercial prejudice to, or confer an unfair commercial advantage
on, any person; or
(ii)  prejudice the maintenance or administration of the law; or
(iii)  prejudice the security of the council, its members or staff; or
(iv)  prejudice the interests of the council or some other person;

11 Close of Meeting

3



Attachment A

Procurement Improvement Committee Action List

based on the role responsibilities

. Due
Source . Risk . Due Current
Item [Source Action o Origina Current Status
Item # Priority I() g (Updated)|Status
Strategic plan has since been reviewed.
Good governance principle remains with
high level statements that encompass
1 2017 Procurement Audit #1 Review Strategic Ple_m (Principle 2) anq update_ tq incorporate Low Jun-18 Complete procurement - W_e will pro_mote a culture of
references to Council Procurement Policy in Priority #4 transparency, ethical practice and the
effective and timely management of risks to
instil a high level of community respect and
confidence in Council decision-making."
Whilst procurement policy is a key control it
one of many control policies. The Municipal
plan is not an appropriate place for
Review Municipal Plan and Performance Management reference to individual policies. The
2 2017 Procurement Audit #2 Framework to incorporate references to Council Procurement|Low Jun-18 Complete [performance management framework is
Policy under review with an updated performance
review process being developed.
Adhearance to Council policies is already
incorporated into position descriptions.
. : . : o Included in new/revised position
Consider the inclusion of appropriate procurement objectives descrintions. operational plans as relevant
3 2017 Procurement Audit #3 in individual work plans for staff involved in procurement|{Low Jun-18 [Jun-19 Complete P » OP Pt ’
o and all staff have been advised of ne
activities .
Procurement Palicy
4 2017 Procurement Audit #4 ‘Update Iz Procu,renjer?t P(.)“Cy e "?CIUde refereqces ot Medium |Dec-17 Complete [Complete
good governance’ principle included in the Strategic Plan
: : i Complete - FINO3 Updated 21/11/2018 and
5 2017 Procurement Audit #5 DIEUEED Elle) e B g_(_:onfhct a7 e Folles) el gl High Sep-17 Complete [includes conflict of interest. Procurement
for procurement activities : )
Manual to include further guidance
Organise Probity Auditor session regarding
Develop and implement Conflict of Interest training for conflict of interest - including induction
6 2017 Procurement Audit #6 Veop P - . . g High Sep-17 |Jun-19 In progress |information training slides for reuse.
existing staff and include it in Induction Training for new staff . . . -
Discussed with Merit about providing
session - to be arranged in November 2019
7 2017 Procurement Audit #7 FEUST s Tl Pro_cure_ment PO“(.:y (FRED [GLSaiel Medium |Dec-17 Complete [Complete
accepted recommendations in the Review
8 2017 Procurement Audit #8 De_5|gnate ) E OIS U Coun(_:ll_ '_[o actas a High Sep-17 Complete [Complete - Finance Manager
point of contact and referral for procurement activities
9 2017 Procurement Audit #9 SRS S [ZRIeln descrlp'go'r? .for 4113 USRS [Pl (8 Medium |Dec-17 Complete [Complete
reflect procurement responsibilities
Develop a repository for all procurement documentation and SAUUELE o U S SR
10 |2017 Procurement Audit #10 artefacfs P y P Medium |Dec-17 Complete |updated with details to be reflected in
Procurement Manual
11 |2017 Procurement Audit #11 FIOUES EPARIEE UrRll o7 i [AeslEms [Foieh Medium [Dec-17 Complete [Complete
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Attachment A

Procurement Improvement Committee Action List

. Due
Source . Risk . Due Current
Iltem |Source ltem # Action Priority I()Orlglna (Updated)|Status Current Status
. Place procurement flowcharts on Council records system and|, ,. .
12 |2017 Procurement Audit #12 . . High Sep-17 |Aug-19 Complete [Included in Procurement Manual
promote their availability to staff
13 |2017 Procurement Audit #13 Inc_orporate the procurement flowcharts into the procurement High Sep-17 |Aug-19 Complete Flowcharts are included in the Draft
training program for staff procurement manual
Develop and implement a knowledge transfer project for JilalFte oo U G 5 LEien o KSRl
14 12017 Procurement Audit #14 =velop P " 9 pro] Medium |[Dec-17 |Aug-19 |Complete |definition of InfoExpert and a section in
critical procurement position holders
procedure about document management
15 12017 Procurement Audit 415 Remmd_ _gl_l Council staff of their record keeping High Sep-17 Complete New b_usmes_s_classmcatlon system in place,
responsibilities including training of all staff
16 |2017 Procurement Audit #16 e respopsmlllty fqr malntgln_lng COUENS EoiseEis Medium [Jun-18 Complete [Included in PDs
record system in all position descriptions
Consider the cost / benefit of updating the corporate record
17 2017 Procurement Audit #17 system  with missing  files, documentation  and|Low Jun-18 Complete
correspondence
18 |2017 Procurement Audit #18 Review and amend the eX|'st|ng Erolect Brief document to Medium [Jun-18 ([Jul-19 In progress |Expand in TO1 (tender intiation form)
accommodate proposed capital projects
19 2017 Procurement Audit #19 Extend_ the re_quwement for all capital projects to be supported Medium [Jun-18 |Jul-19 In progress |Expand in TO1 (tender intiation form)
by Project Briefs as part of the budget development process
Require that more detailed Project Briefs are prepared and
20 12017 Procurement Audit #20 are authorised by a Director prior to commencing any|High Sep-17 |Jul-19 In progress |Expand in TO1 (tender intiation form)
procurement activity
Included in draft Tender Procedure - PJ -
Amend the Procurement Policy to require that Tender inserted comment in section 4.2 and
21 12017 Procurement Audit #21 Evaluation Panels (TEPs) are convened immediately once a|High Sep-17 |Aug-19 Complete [included comment on the role and
Project Brief has been authorised management of outside consultants in TEP
if required
Ensure that TEPs meet as a group at key milestones in the Included in draft Tender Procedure - PJ -
22 [2017 Procurement Audit #22 procurement process e.g. sign off of tender documentation|High Sep-17 |Jul-19 Complete |Added 4.2.3 in the procedure which covers
and probity plan; tender evaluation Role of the TEP
Develop Confidentiality and Disclosure Declarations and a
23 12017 Procurement Audit #23 Probity Plan template and require them to be completed in all{High Sep-17 Complete [In place
tenders over $100,000
24 2017 Procurement Audit #24 Remove welghtmg_S TEIEIEEES Eliel CUEEL FERIENEES e High Sep-17 Complete [Included in Tender Procedure
tender documentation
25 |2017 Procurement Audit 405 Congder whether all coqsultancy anq training costs should be Low Jun-18 Complete Procure.ment Policy meets LG Accounting
subject to normal quotation and public tender rules Regulations
26 |2017 Procurement Audit 496 Re\_/lew and change the definition of ‘cost’ in the Procurement High Sep-17 Complete Procure_ment Policy meets LG Accounting
Policy Regulations
27 |2017 Procurement Audit #27 Rewew_ e [FOELIEmIE Gu!de 2l Ugetie Elll e Medium |Dec-17 |[Aug-19 In progress |Included in Tender Procedure
evaluation standard documentation
Develop register for training of staff relating
28 |2017 Procurement Audit 408 Provide tralmng_o_n. tender evaluation for all staff involved in High Dec-17 |Jun-19 In progress Fo procurement. Include in conflict of _
procurement activities interest. Can be prepared now document in
place



david.jan
Typewritten text
Attachment A


Attachment A

Procurement Improvement Committee Action List

. Due
Source . Risk . Due Current
Iltem |Source ltem # Action Priority I()Orlglna (Updated)|Status Current Status
Ensure all tender evaluation documentation is captured in the Oceurs in practice. to be included in
29 12017 Procurement Audit #29 corporate records system including individual TEP members|High Sep-17 Complete P '
) Procurement Manual
notes and explanations
Consider Council’s position with respect to including non-
30 2017 Procurement Audit #30 gualified non-Council staff in TEPs and amend the|Medium |Dec-17 Complete [Included in new Procurement Policy
Procurement Policy as necessary
Ensure that all contract awards over $100,000 are published Oceurs in practice. to be included in
31 |2017 Procurement Audit #31 on Council’'s web-site in accordance with Northern Territory|Medium |Dec-17 Complete P ’
. Procurement Manual
government requirements
32 12017 Procurement Audit #32 Implement all of the recommendations included in the Council High Sep-17 |Jul-19 In progress |Review report and confirm
report of 16 December 2016 g P brog P
Develop a standard Progress Payments template to support : .
33 12017 Procurement Audit #33 the request for interim contract payments that are submitted|High Sep-17 |Jul-19 In progress ;?Ol;iézfleucjed In Contract Management
to Directors for sign off
24 |2017 Procurement Audit 434 Update_ the P_rocurement Policy to reflect the financial Medium |Sep-17 Complete Not required, included in Delegations
delegation provided to the CEO Manual
Develop register for training of staff relating
35 12017 Procurement Audit #35 Provide contract management training for staff Medium |Dec-17 ([Sep-19 In progress |to procurement and include in Procurement
Manual
36 12017 Procurement Audit #36 ReV'eV.V af‘.d Vel i Rrocurement 20lE) [ FEEel nes Medium |Sep-17 Complete [Included in updated Porcurement Policy
Council utilises the Tenderlink system
Consider holding supplier briefings once or twice a year to
37 12017 Procurement Audit #37 provide local suppliers with information on how to quote for[Medium ([Dec-17 Complete [No further action
Council business
20 |2017 Procurement Audit 438 CopS|der a workflow e_dert identifying any requisitions raised Low Jun-18 Complete Funtionality implemented as available within
which exceed the available budget current systems
Consider the development of a Capital Working Group to Monthlv report meetings in place includin
41 |2017 Procurement Audit #39 meet regularly and provide oversight of the entire capital{Low Jun-18 Complete nin'y rep g P 9
project status and costs
program
42 12017 Procurement Audit 440 Review and deyelop approprlate reporting mechanisms to Low Jun-18 Complete Mopthly report meetings in place including
support the Capital Working Group project status and costs
To be included in Contract Management
2016 December Council Develop process of internal approval of cost variations, Procedure. Partial inclusion in Procurement
43 1 : : ) Jun-19(In progress o \
Report including written acceptance to the contractor Manual requiring memao's/approvals for
variations
Documented process outlining Executive oversight of project Covered within draft Tender Procedure (and
44 2016 December Council 5 planning stage to ensure that design elements are fit for Jul-19|complete Procurement Manual as appropriate) PJ -
Report purpose, tender schedules are complete and error-free, and P Included RFT/RFQ requirement in both
provisional sums are clear manual and procedure.
45 2016 December Council 3 Bwl_dlng in to project budgets in-house labour costs for Jul-19|Complete  |Included in Tender Procedure
Report project management.
For service SOR contracts. Provide tenderers an indication of
46 |2018 Probity Review 1 (e AT quantltlgs 9 DElEe) (Il mcludlng_ a Aug-19(Complete [Included in Tender Procedure
forecast of volume, which can then be also used for price
comparisons in the tender evaluation.
47 |2018 Probity Review 2 FO”""’." te_nder e_valuatlon SN docur_n(_anted,_ bgyond iz Jul-19|Complete  |Included in Tender Procedure
generic guidance in the procurement policies/guidelines.
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Procurement Improvement Committee Action List

Roadmap

. Due
Source . Risk . Due Current
Item [Source ltem # Action Priority I()Orlglna (Updated)|Status Current Status
. : : . Included in draft Tender Procedure - PJ -
48 |2018 Probity Review 3 il el SRV Jul-19|Complete  |guidance to advertising periods are provided
weeks) .
in the procedure at 6.1
49 [2018 Probity Review 4 Consider 'may' consider late tenders Complete |Included in current plan
50 2018 Probity Review 5 Use tenderlink as email/contact person Complete [Included in current plan
51 2018 Probity Review 6 Ensure USBs are password encrypted Complete [Included in current plan
52 12018 Probity Review 7 Document consideration of probity advisor for tender Complete [Included in current plan
Minimise timeframe between evaluation individually and Included in draft Tender Procedure - PJ -
53 2018 Probity Review 8 y Complete [Additional comments made in section 8.1
assessment )
Tender Evaluation
54 12018 Probity Review 9 SR [T CElED E EUtfeel) CUEstes (REIE o2 Jul-19]Complete |Included in Tender Procedure
asked of tenderers
55 |2018 Probity Review 10 EMELTE SOTIAMEE SESEEsment CEEIEsss EHERonEs STarEs Complete |Included in Tender Procedure
and considers weighted assessment
56 2018 Probity Review 11 Ensure no SlsBUsso el tie tender SR e, Jul-19|Complete |Included in Tender Procedure
occurs without the full panel being present
57 12018 Probity Review 12 SRR IS PENEI S Gl SIS el [E 2t Complete [Included in Tender Procedure
and documents
58 2018 Probity Review 13 ir;%iﬁzzi EHEEED BUHELS 1D (e iy Ve (e O Jul-19]Complete |Included in Tender Procedure
59 12018 Probity Review 14 ST reportg sl alpiEls e el SNt Earet:, Mg Jul-19]Complete |Included in Tender Procedure
dates and pricing
60 2018 Probity Review 15 Provide record keeping around meetings and assessment Jul-19]In progress Included in Te_nder Procedure, formal minute
template required
Ensure conflicts of interest or conflict/confidentiality
61 2018 Probity Review 16 declarations from the Evaluation Committee members are Complete [Included in current plan
complete
62 2018 Probity Review 17 SIS GO SR Al AR Ee sl ellee ] Complete |Included in current plan
contractors.
63 2018 Procurement Maturity 1 Governance - Policy review and changes Jul-18 Complete FINO3 Procurement policyadopted in
Roadmap November
64 ZRe)laE;rl:g)pcurement Maturity 2 Governance - Complaints policy development Jul-18(  Sep-19]In progress
2018 Procurement Maturity : . : Investigate Authority capabilities and include
65 Roadmap 3 Planning - Contract expiry review and respond Jul-18(  Aug-19]In progress in checklists and flowcharts
66 2018 Procurement Maturity 4 Planning - Post contract reviews pre tender Jul-18 Jul-19(In progress To be included in Contract Management
Roadmap Procedure
. Included in Tender Procedure (risk aspects
67 2018 Procurement Maturity 5 Procure _Tender tem_plate/t_ools update and promulgate 43282  |43647 Complete  |will be covered through Project Management
Roadmap (embed risk mgt considerations)
Framework/Contract Procedures)
68 2018 Procurement Maturity 6 Contracting - Review and adopt NTG Contracts Jul-18 Complete Australian Standards and NTG Contracts

used as required
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Procurement Improvement Committee Action List

. Due
Source . Risk . Due Current
Iltem |Source ltem # Action Priority I()Orlglna (Updated)|Status Current Status
Council does not engage in a Best and Final
Offer (BAFO) negotiation process as tenders
are assessed on the basis that the
. application submitted is the BAFO.
69 2018 Procurement Maturity 7 Contracting - Clarify position on BAFO / Negotiation Jul-18 Complete |Tenderers can submit alternate tenders
Roadmap . : . .
which are outside the supplied specifications
if they believe the job can be done in a
different manner to that specified. These
are assessed using the same criteria.
2018 Procurement Maturity Contract Management - Review variation procedures and To be included in Contract Management
70 8 . . o Jul-18 Jun-19(In progress
Roadmap implement changes as identified Procedure
2018 Procurement Maturit The Tenderlink online portal is used as the
71 Y o Enablers - Tenderlink question forum Jul-18 Complete |sole method of releasing requests for
Roadmap
tenders and EOIs.
72 2018 Procurement Maturity 10 Governance - Document management Nov-18|  Aug-19|Complete Included in Procurement Manual (and
Roadmap subsequent documents)
73 2018 Procurement Maturity 11 Planning - Capital plan NOV-18 Complete Monthlly cap_ltal plan and report meetings in
Roadmap place including project status and costs
. Procurement manual includes procedure to
2018 Procurement Maturity . . . .
74 Roadma 12 Planning - Collective procurement planning Nov-18 Complete |access Local Buy collective procurement
P contracts
75 AU L RS UL R 13 Procure - Assess use of Panels/Period contracts & implement Nov-18 Jul-19]Complete Ineilieiste) 1 [Preelitehien EIIEY S s
Roadmap Procedures
76 2018 Procurement Maturity 14 Contracting - Include KPIs in contracts Nov-18 Jul-19]Complete Cpmplete. UL L0 110 el €85 (VEEEEE1R
Roadmap within Contracts
77 2018 Procurement Maturity 15 Contract Management - Supplier engagement surveys Nov-18 Jun-19{In progress To be included in Contract Management
Roadmap Procedure
78 2018 Procurement Maturity 16 Contract Management - Contractor performance reports Nov-18 Jun-19(In progress To be included in Contract Management
Roadmap Procedure
79 2018 Procurement Maturity 17 Enablers - Procurement Community of Practice Nov-18 Mar-20|In progress Infqrmatlon of how to show mtere;t. Create
Roadmap register of contractors and other interested
2018 Procurement Maturity : - Training register (identified in other actions).
80 Roadmap 18 Enablers - Policy / procedure training Nov-18 Mar-20[In progress Pruchase of HR softwarre would enable this
. Include capital works and maintenance
81 2018 Procurement Maturity 19 Planning - Capital bids Mar-19 Mar-20|In progress |contracts on website - and information of
Roadmap .
how to show interest.
82 2018 Procurement Maturity 20 Contract Management - Monitor and report on KPIs Mar-19 Jun-19(In progress To be included in Contract Management
Roadmap Procedure
83 2018 Procurement Maturity 21 Enablers - Contract Management System planning Mar-19 Jun-19(In progress To be included in Contract Management
Roadmap Procedure
Conflict of interest and confidentiality - ensure potential
84 (2019 RFQ Probity Review (1 conflicts are identified by all members involved in the Jun-19(Complete [Included in Tender Procedure
procurement
85 2019 RFQ Probity Review (2 EVEALETIEN (ML) (0|50 Sl o)) el el SO (Ao 19 (s Jul-19|Complete |Included in Tender Procedure

closing
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Procurement Improvement Committee Action List

. Due
Source . Risk . Due Current
Iltem |Source ltem # Action Priority I()Orlglna (Updated)|Status Current Status
86 (2019 RFQ Probity Review (3 Ensure criteria is disclosed in all RFQ and RFT documents Jul-19|Complete  |Included in Tender Procedure
87 (2019 RFQ Probity Review (4 Contact email - utilise Tenderlink or Localbuy forums Aug-19|complete Included in Tender Procedure
88 2019 RFQ Probity Review (5 SN (S Tl S Ceez Ll el e Jul-19]complete Included in Tender Procedure
procurement process
89 [2019 RFQ Probity Review |6 RERIED EnSe e UITEEREken (0 pRms] iEmset, OF P2l Aug-19|Complete  |Included in Tender Procedure
member is present
90 2019 RFQ Probity Review |7 Cross-check accuracy of report against process undertaken Jul-19]Complete :ir]nc(;u_?gg 1) Celifetet e G U e
91 (2019 RFQ Probity Review (8 Evaluation spreadsheet has errors within it Jul-19|Complete  |T09 updated
Include contract management related
aspects in Contract Management
92 iﬂ%ﬁt Contract Management 3.1.1 Develop Project Management Framework Medium Dec-19 Jun-20{In progress Proceudure.
Revised date to Jun 2020 to enable
development following implementation
93 201.9 Contract Management 3.1.2 Include procurement / contract handover in Project Medium Dec-19 Jun-20}In progress |Contract Management Checklist prepared
Audit Management Framework
94 iﬂﬁ Contract Management 3.1.3 Include risk assessment in Project Management Framework [(Medium Dec-19 Jun-20]In progress |Include in Project Management Framework
95 201_9 Contract Management 321 Set up Contracts Module in Authority with accompanying Medium Dec-19 Jun-20|In progress
Audit procedure
9% 201_9 Contract Management 331 Develop chgckllst fo_r current and new contracts, including High Aug-19 Jun-20|In progress |Contract Management Checklist prepared
Audit documentation required
97 iﬂﬁ Contract Management 3.3.1 Include checklist in Project Management Framework High Dec-19 Jun-20{In progress
98 201_9 Contract Management 332 Include kick-off meeting in checklist, to be included in Project Medium | Aug-19 Jun-20|In progress |Contract Management Checklist prepared
Audit Management Framework
99 2019 Contract Management 333 Include site visits in checklist, to be included in Project High Aug-19 Jun-20{In progress |Contract Management Checklist prepared
Audit Management Framework
100 2019 Contract Management 334 Dev_elop variation procedure and template, to be included in High Aug-19 un-20{In progress To be included in Contract Management
Audit Project Management Framework Procedure
2019 Contract Management Include contractor performance (KPI’s, reports and issues) in :
101 Audit 3.4.1 checklist, to be included in Project Management Framework Medium Aug-19 Jun-20LpREHIEE
102 2019 Contract Management 3.4.2 _Include r(_acords_ of contractor performance in checklist, to be Medium | Aug-19 Jun-20{In progress
Audit included in Project Management Framework
Al [Risk Action Sheet RP9 Implement Procurement Audit Findings Jun-18 In progress
A2 [Risk Action Sheet RP14 Develop Contract Management System Jun-18 In progress
A3 Develop Procurement Manual Aug-19 In progress
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Attachment B1 — PIC Minutes 09/09/2019

O
W
PROCUREMENT IMPROVEMENT COMMITTEE MEETING

Minutes of Meeting
held in Executive Conference Room Natalie Dreibergs
on Monday, 9 September 2019 at 11amm Manager Infrastructure and Assets

Number Agenda ltem

Welcome
e Natalie Dreibergs
e Daniel Fletcher

1
e Silke Maynard
e Charissa Wust
Apologies
e Nadine Nilon
2 .
e David Jan
3 Disclosures of interest
e Nil
Action Items
4.1. Develop KPIs for reporting purposes
ACTION: Include as standing item in future agendas
4.2. Procurement Improvement Committee Terms of Reference
ACTION: Register final terms of reference in InfoXpert folder
4.3. Action Sheet https://infoXpert.edrms/docs/~D426223?Login=True
4 ACTION: Complete and monitor ongoing actions developed from various
sources including reports and audits.
4.4. Authority Usage (Procurement & Contract Management)
ACTION: DIO to investigate external support around Authority set up & usage.
ACTION: Administration assistance / plan to enter past data
4.5. Procurement Manual
ACTION: Handover draft to be reviewed and finalised off site.
5 General Business

Nil


https://infoxpert.edrms/docs/~D426223?Login=True

Attachment B1 — PIC Minutes 09/09/2019

Next Meeting
Scheduled Monday, 21 October 2019, 2pm
An interim meeting to be held late September



Attachment B2 - PIC Minutes 29/10/2019

O
W
PROCUREMENT IMPROVEMENT COMMITTEE MEETING

Minutes of Meeting
held in Executive Conference Room Nadine Nilon
on Tuesday, 29 October 2019, 1pm Manager Infrastructure and Assets

Number Agenda ltem

Welcome
e Silke Maynard
e Daniel Fletcher
1 e David Jan
e Charissa Wust
e Nadine Nilon

) Apologies
3 Disclosures of interest
e Nil
Outstanding Action Items
4.1 Register final terms of reference in InfoXpert folder
ACTION-RMAC version (ensure TOR include requirement that PIC minutes to
go to RMAC)- DIO by November 2019
4.2 DIO to investigate external (Authority) support around Authority set up
and usage
4 ACTION-Works Administrator undertaking document upload currently — to

be reviewed with procedures and checklists. No further action at this time.

4.3 Administration assistance/plan to enter past data
As per above

4.4 Procurement Manual handover draft to be reviewed and finalised
To be discussed

5.1 Action Sheet
5 https://infoXpert.edrms/docs/CORPORATE%20MANAGEMENT/MEETINGS/Procure
ment%20Improvement%20Committee/PIC%20Improvement%20Actions.xlsx



https://infoxpert.edrms/docs/CORPORATE%20MANAGEMENT/MEETINGS/Procurement%20Improvement%20Committee/PIC%20Improvement%20Actions.xlsx
https://infoxpert.edrms/docs/CORPORATE%20MANAGEMENT/MEETINGS/Procurement%20Improvement%20Committee/PIC%20Improvement%20Actions.xlsx
https://infoxpert.edrms/docs/CORPORATE%20MANAGEMENT/MEETINGS/Procurement%20Improvement%20Committee/PIC%20Improvement%20Actions.xlsx
https://infoxpert.edrms/docs/CORPORATE%20MANAGEMENT/MEETINGS/Procurement%20Improvement%20Committee/PIC%20Improvement%20Actions.xlsx
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ACTION—-Documents to be reviewed and comments made within documents
— All PIC members by Friday 9 November

ACTION—Collate and confirm any items requiring PIC discussion or
clarification — DIO by Friday 16 November

5.2 Consideration of KPIs for Reporting Purposes

ACTION — Look into ability to obtain reports relating to the below — DCCS by
next meeting

A) insufficient quotes

B) split orders

C) purchases where order below threshold and total invoices above

ACTION - Look into total contact cost relative to awarded value - DIO
General Business

6.1 Contract Management Audit
https://infoXpert.edrms/docs/CORPORATE%20MANAGEMENT/AUDITS/2019
%20Contract%20Management/Litchfield%20Council%20-
%20Contract%20Audit%20-%20v1.7%20FINAL.pdf?Login=True

Discussed and included in Action Sheet

Next Meeting

Scheduled Monday, 18 November 2019, 2pm
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